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1	Decision/action requested
Approve the pCR to TR 33.890.
2	References
[1]	3GPP TR 23.700-87: " Study on system architecture enhancement for next generation real time communication; phase 2"
[2]	3GPP TR 33.890: "Study on security support for Next Generation Real Time Communication services”
3	Rationale
[bookmark: _Hlk115083154]This contribution proposes to update Key issue #2: Security aspects of Data Channel usage in IMS network. 
4	Detailed proposal
Approve the following changes to TR 33.890 [2]. 

*** Start of changes ***
[bookmark: _Toc107908451]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-87: "Study on system architecture enhancement for next generation real time communication".
[3]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[4]	 3GPP TS 24.229: IP Multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[5]	ATIS-1000074: Signature-based Handling of Asserted information using Tokens (SHAKEN)
[6]	IETF draft-ietf-stir-passport-rcd-18, "PASSporT Extension for Rich Call Data"
[bookmark: _Hlk108167392][7]	draft-ietf-sipcore-callinfo-rcd-03: "SIP Call-Info Parameters for Rich Call Data".
[8]	IETF RFC 8224: "Authenticated Identity Management in the Session Initiation Protocol (SIP)".
[XX]	IETF RFC 8831: “WebRTC Data Channels”
[YY]	3GPP TS 23.334: “IP Multimedia Subsystem (IMS) Application Level Gateway (IMS-ALG) - IMS Access Gateway (IMS-AGW) interface: Procedures descriptions” 

*** Next changes ***

5.2	Key issue #2: Security aspects of Data Channel usage in IMS network
5.2.1	Key issue details
Existing IMS procedures need to be changed to support Data Channel usage in IMS as is being studied in TR 23.700-87 [2]. It needs to be studied whether usage of Data Channel in IMS brings new security threats and requirements, and if so, it needs to be studied whether existing solutions could be re-used or if new solutions would need to be developed.  
For exampleOne of the security issues of Data Channel is as follows., cClause N.3 of TS 33.328 [3] describes media security of the WebRTC data channel, but only e2ae (End-to-access edge) security is specified at the moment. It means that an SCTP over DTLS connection is established between the DCMTSI client and the IMS-AGW (see section 5.20.2 of 3GPP TS 23.334 [YY]). The text is void of any references to e2e security mode for the IMS data channels. However, GSMA has pointed in their LS to a use case where Data Channel Server (DCS) can be deployed in an external data server outside the operator’s administrative domain. Such server may have or may not have WebRTC data channel protocol support.  According to IETF RFC 8831 [XX] (clause 6.2), SCTP over DTLS connection needs to be established between two endpoints supporting WebRTC data channel protocol (i.e., the DCMTSI client and the external data server). Current security mechanisms in WebRTC data channel needs to be reviewed and possibly reused for data channel in IMS.
5.2.2	Security threats 
TBD. If only the Mb interface i.e., DCMTSI client to IMS-AGW part of the data channel path is protected, IMS-AGW to external data server path will stay unprotected and exposed to attacks like eavesdropping, modification and replay.
5.2.3	Potential security requirements
TBD. The path between IMS-AGW and external data server shall be confidentiality, integrity and replay protected.

*** End of changes ***

